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CCNA Cyber Ops SECFND 210-250 Official Cert Guide from Cisco Press allows
you to succeed on the exam the first time and is the only self-study resource
approved by Cisco. Cisco enterprise security experts Omar Santos, Joseph
Muniz, and Stefano De Crescenzo share preparation hints and test-taking tips,
helping you identify areas of weakness and improve both your conceptual
knowledge and hands-on skills. This complete study package includes A testpreparation routine proven to help you pass the exam Do I Know This Already?
quizzes, which allow you to decide how much time you need to spend on each
section Chapter-ending exercises, which help you drill on key concepts you must
know thoroughly The powerful Pearson Test Prep practice test software, with two
full sample exams containing 120 well-reviewed, exam-realistic questions,
customization options, and detailed performance reports A final preparation
chapter, which guides you through tools and resources to help you craft your
review and test-taking strategies Study plan suggestions and templates to help
you organize and optimize your study time Well regarded for its level of detail,
study plans, assessment features, challenging review questions and exercises,
this official study guide helps you master the concepts and techniques that
ensure your exam success. The official study guide helps you master topics on
the CCNA Cyber Ops SECFND 210-250 exam, including: Network concepts
Security concepts Cryptography Host-based analysis Security monitoring Attack
methods
IPv6 Security Protection measures for the next Internet Protocol As the world’s
networks migrate to the IPv6 protocol, networking professionals need a clearer
understanding of the security risks, threats, and challenges this transition
presents. In IPv6 Security, two of the world’s leading Internet security
practitioners review each potential security issue introduced by IPv6 networking
and present today’s best solutions. IPv6 Security offers guidance for avoiding
security problems prior to widespread IPv6 deployment. The book covers every
component of today’s networks, identifying specific security deficiencies that
occur within IPv6 environments and demonstrating how to combat them. The
authors describe best practices for identifying and resolving weaknesses as you
maintain a dual stack network. Then they describe the security mechanisms you
need to implement as you migrate to an IPv6-only network. The authors survey
the techniques hackers might use to try to breach your network, such as IPv6
network reconnaissance, address spoofing, traffic interception, denial of service,
and tunnel injection. The authors also turn to Cisco® products and protection
mechanisms. You learn how to use Cisco IOS® and ASA firewalls and ACLs to
selectively filter IPv6 traffic. You also learn about securing hosts with Cisco
Security Agent 6.0 and about securing a network with IOS routers and switches.
Multiple examples are explained for Windows, Linux, FreeBSD, and Solaris
hosts. The authors offer detailed examples that are consistent with today’s best
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practices and easy to adapt to virtually any IPv6 environment. Scott Hogg,
CCIE® No. 5133, is Director of Advanced Technology Services at Global
Technology Resources, Inc. (GTRI). He is responsible for setting the company’s
technical direction and helping it create service offerings for emerging
technologies such as IPv6. He is the Chair of the Rocky Mountain IPv6 Task
Force. Eric Vyncke, Cisco Distinguished System Engineer, consults on security
issues throughout Europe. He has 20 years’ experience in security and teaches
security seminars as a guest professor at universities throughout Belgium. He
also participates in the Internet Engineering Task Force (IETF) and has helped
several organizations deploy IPv6 securely. Understand why IPv6 is already a
latent threat in your IPv4-only network Plan ahead to avoid IPv6 security
problems before widespread deployment Identify known areas of weakness in
IPv6 security and the current state of attack tools and hacker skills Understand
each high-level approach to securing IPv6 and learn when to use each Protect
service provider networks, perimeters, LANs, and host/server connections
Harden IPv6 network devices against attack Utilize IPsec in IPv6 environments
Secure mobile IPv6 networks Secure transition mechanisms in use during the
migration from IPv4 to IPv6 Monitor IPv6 security Understand the security
implications of the IPv6 protocol, including issues related to ICMPv6 and the IPv6
header structure Protect your network against large-scale threats by using
perimeter filtering techniques and service provider—focused security practices
Understand the vulnerabilities that exist on IPv6 access networks and learn
solutions for mitigating each This security book is part of the Cisco Press®
Networking Technology Series. Security titles from Cisco Press help networking
professionals secure critical data and resources, prevent and mitigate network
attacks, and build end-to-end self-defending networks. Category: Networking:
Security Covers: IPv6 Security
Design a complete Voice over IP (VoIP) or traditional PBX system with Asterisk,
even if you have only basic telecommunications knowledge. This bestselling
guide makes it easy, with a detailed roadmap that shows you how to install and
configure this open source software, whether you’re upgrading your existing
phone system or starting from scratch. Ideal for Linux administrators, developers,
and power users, this updated edition shows you how to write a basic dialplan
step-by-step, and brings you up to speed on the features in Asterisk 11, the latest
long-term support release from Digium. You’ll quickly gain working knowledge to
build a simple yet inclusive system. Integrate Asterisk with analog, VoIP, and
digital telephony systems Build an interactive dialplan, using best practices for
more advanced features Delve into voicemail options, such as storing messages
in a database Connect to external services including Google Talk, XMPP, and
calendars Incorporate Asterisk features and functions into a relational database
to facilitate information sharing Learn how to use Asterisk’s security, call routing,
and faxing features Monitor and control your system with the Asterisk Manager
Interface (AMI) Plan for expansion by learning tools for building distributed
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Authorized Self-Study Guide Designing Cisco Network Service Architectures
(ARCH) Second Edition Foundation learning for ARCH exam 642-873 Keith
Hutton Mark Schofield Diane Teare Designing Cisco Network Service
Architectures (ARCH), Second Edition, is a Cisco®-authorized, self-paced
learning tool for CCDP® foundation learning. This book provides you with
knowledge of the latest developments in network design and technologies,
including network infrastructure, intelligent network services, and converged
network solutions. By reading this book, you will gain a thorough understanding
of issues and considerations for fundamental infrastructure services, including
security, network management, QoS, high availability, bandwidth use
optimization through IP multicasting, and design architectures for network
solutions such as voice over WLAN and e-commerce. Whether you are preparing
for CCDP certification or simply want to gain a better understanding of modular
campus and edge network design and strategic solutions for enterprise networks
such as storage area networking, virtual private networking, advanced
addressing and routing, and data centers, you will benefit from the foundation
information presented in this book. Designing Cisco Network Service
Architectures (ARCH), Second Edition, is part of a recommended learning path
from Cisco that includes simulation and hands-on training from authorized Cisco
Learning Partners and self-study products from Cisco Press. To find out more
about instructor-led training, e-learning, and hands-on instruction offered by
authorized Cisco Learning Partners worldwide, please visit
www.cisco.com/go/authorizedtraining. Keith Hutton is a lead architect for Bell
Canada in the enterprise customer space. Keith still retains his certified Cisco
instructor accreditation, as well as the CCDP, CCNP®, and CCIP® certifications.
Mark Schofield has been a network architect at Bell Canada for the past six
years. During the past five years, he has been involved in the design,
implementation, and planning of large national networks for Bell Canada's federal
government customers. Diane Teare is a professional in the networking, training,
project management, and e-learning fields. She has more than 20 years of
experience in designing, implementing, and troubleshooting network hardware
and software, and has been involved in teaching, course design, and project
management. Learn about the Cisco SONA framework, enterprise campus
architecture, and PPDIOO network life-cycle approach Review high availability
designs and implement optimal redundancy Plan scalable EIGRP, OSPF, and
BGP designs Implement advanced WAN services Evaluate design
considerations in the data center core, aggregation, and access layers Design
storage area networks (SANs) and extend the SAN with various protocols Design
and tune an integrated e-commerce architecture Integrate firewall, NAC, and
intrusion detection/prevention into your network design Design IPsec and SSL
remote access VPNs Deploy IP multicast and multicast routing Incorporate voice
over WLAN in the enterprise network Utilize the network management
Page 3/22

Access Free Cisco Network Registrar Documentation
capabilities inherent in Cisco IOS® software This volume is in the Certification
Self-Study Series offered by Cisco Press®. Books in this series provide officially
developed self-study solutions to help networking professionals understand
technology implementations and prepare for the Cisco Career Certifications
examinations. Category: Network Design Covers: ARCH exam 642-873
Networking for Home and Small Businesses CCNA Discovery Learning Guide
Allan Reid • Jim Lorenz Networking for Home and Small Businesses, CCNA
Discovery Learning Guide is the official supplemental textbook for the Networking
for Home and Small Businesses course in the Cisco® Networking Academy®
CCNA® Discovery curriculum version 4. The course, the first of four in the new
curriculum, teaches networking concepts by applying them to a type of network
you may encounter in a home or small office. The Learning Guide, written and
edited by instructors, is designed as a portable desk reference to use anytime,
anywhere to reinforce the material from the course and organize your time. In
addition, the book includes expanded coverage of CCENT™/CCNA exam topics.
The book’s features help you focus on important concepts to succeed in this
course: Chapter Objectives–Review core concepts by answering the focus
questions listed at the beginning of each chapter. Key Terms–Refer to the lists of
networking vocabulary introduced and highlighted in context in each chapter. The
Glossary defines each key term. Summary of Activities and Labs–Maximize your
study time with this complete list of all associated exercises at the end of each
chapter. Check Your Understanding–Evaluate your readiness with the end-ofchapter questions that match the style of questions you see in the online course
quizzes. The answer key explains each answer. Challenge Questions and
Activities–Apply a deeper understanding of the concepts with these challenging
end-of-chapter questions and activities. The answer key explains each answer.
Hands-on Labs–Master the practical, hands-on skills of the course by performing
all the tasks in the course labs and additional challenge labs included in Part II of
the Learning Guide. Allan Reid is the curriculum lead for CCNA and a CCNA and
CCNP® instructor at the Centennial College CATC in Toronto, Canada. Jim
Lorenz is an instructor and curriculum developer for the Cisco Networking
Academy. How To–Look for this icon to study the steps you need to learn to
perform certain tasks. Interactive Activities–Reinforce your understanding of
topics with more than 50 different exercises from the online course identified
through-out the book with this icon. The files for these activities are on the
accompanying CD-ROM. Packet Tracer Activities– Explore and visualize
networking concepts using Packet Tracer exercises interspersed throughout
some chapters. The files for these activities are on the accompanying CD-ROM.
Packet Tracer v4.1 software developed by Cisco is available separately. Handson Labs–Work through all 26 course labs and 3 additional challenge labs
included in Part II of the book. The labs are an integral part of the CCNA
Discovery curriculum, so you can review the core text and the lab material to
prepare for all your exams. Companion CD-ROM **See instructions within the
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ebook on how to get access to the files from the CD-ROM that accompanies this
print book.** The CD-ROM includes Interactive Activities Packet Tracer Activity
files IT Career Information Taking Notes Lifelong Learning OSI Model Overview
This book is part of the Cisco Networking Academy Series from Cisco Press®.
Books in this series support and complement the Cisco Networking Academy
curriculum.
Implementing Cisco IOS Network Security (IINS) is a Cisco-authorized, selfpaced learning tool for CCNA® Security foundation learning. This book provides
you with the knowledge needed to secure Cisco® routers and switches and their
associated networks. By reading this book, you will gain a thorough
understanding of how to troubleshoot and monitor network devices to maintain
integrity, confidentiality, and availability of data and devices, as well as the
technologies that Cisco uses in its security infrastructure. This book focuses on
the necessity of a comprehensive security policy and how it affects the posture of
the network. You will learn how to perform basic tasks to secure a small branch
type office network using Cisco IOS® security features available through the
Cisco Router and Security Device Manager (SDM) web-based graphical user
interface (GUI) and through the command-line interface (CLI) on Cisco routers
and switches. The author also provides, when appropriate, parallels with Cisco
ASA appliances. Whether you are preparing for CCNA Security certification or
simply want to gain a better understanding of Cisco IOS security fundamentals,
you will benefit from the information provided in this book. Implementing Cisco
IOS Network Security (IINS) is part of a recommended learning path from Cisco
that includes simulation and hands-on training from authorized Cisco Learning
Partners and self-study products from Cisco Press. To find out more about
instructor-led training, e-learning, and hands-on instruction offered by authorized
Cisco Learning Partners worldwide, please visit
www.cisco.com/go/authorizedtraining. Develop a comprehensive network
security policy to counter threats against information security Configure routers
on the network perimeter with Cisco IOS Software security features Configure
firewall features including ACLs and Cisco IOS zone-based policy firewalls to
perform basic security operations on a network Configure site-to-site VPNs using
Cisco IOS features Configure IPS on Cisco network routers Configure LAN
devices to control access, resist attacks, shield other network devices and
systems, and protect the integrity and confidentiality of network traffic This
volume is in the Certification Self-Study Series offered by Cisco Press®. Books in
this series provide officially developed self-study solutions to help networking
professionals understand technology implementations and prepare for the Cisco
Career Certifications examinations.
Design, configure, and manage MPLS TE to optimize network performance
Almost every busy network backbone has some congested links while others
remain underutilized. That's because shortest-path routing protocols send traffic
down the path that is shortest without considering other network parameters,
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such as utilization and traffic demands. Using Traffic Engineering (TE), network
operators can redistribute packet flows to attain more uniform distribution across
all links. Forcing traffic onto specific pathways allows you to get the most out of
your existing network capacity while making it easier to deliver consistent service
levels to customers at the same time. Cisco(r) Multiprotocol Label Switching
(MPLS) lends efficiency to very large networks, and is the most effective way to
implement TE. MPLS TE routes traffic flows across the network by aligning
resources required by a given flow with actual backbone capacity and topology.
This constraint-based routing approach feeds the network route traffic down one
or more pathways, preventing unexpected congestion and enabling recovery
from link or node failures. Traffic Engineering with MPLS provides you with
information on how to use MPLS TE and associated features to maximize
network bandwidth. This book focuses on real-world applications, from design
scenarios to feature configurations to tools that can be used in managing and
troubleshooting MPLS TE. Assuming some familiarity with basic label operations,
this guide focuses mainly on the operational aspects of MPLS TE-how the
various pieces work and how to configure and troubleshoot them. Additionally,
this book addresses design and scalability issues along with extensive
deployment tips to help you roll out MPLS TE on your own network. Understand
the background of TE and MPLS, and brush up on MPLS forwarding basics
Learn about router information distribution and how to bring up MPLS TE tunnels
in a network Understand MPLS TE's Constrained Shortest Path First (CSPF) and
mechanisms you can use to influence CSPF's path calculation Use the Resource
Reservation Protocol (RSVP) to implement Label-Switched Path setup Use
various mechanisms to forward traffic down a tunnel Integrate MPLS into the IP
quality of service (QoS) spectrum of services Utilize Fast Reroute (FRR) to
mitigate packet loss associated with link and node failures Understand Simple
Network Management Protocol (SNMP)-based measurement and accounting
services that are available for MPLS Evaluate design scenarios for scalable
MPLS TE deployments Manage MPLS TE networks by examining common
configuration mistakes and utilizing tools for troubleshooting MPLS TE problems
"Eric and Ajay work in the development group at Cisco that built Traffic
Engineering. They are among those with the greatest hands-on experience with
this application. This book is the product of their experience." -George Swallow,
Cisco Systems, Architect for Traffic Engineering Co-Chair, IETF MPLS Working
Group Eric Osborne, CCIE(r) #4122, has been doing Internet engineering of one
sort or another since 1995. He joined Cisco in 1998 to work in the Cisco
Technical Assistance Center (TAC), moved from there to the ISP Expert team
and then to the MPLS Deployment team. He has been involved in MPLS since
the Cisco IOS(r) Software Release 11.1CT days. Ajay Simha, CCIE #2970,
joined the Cisco TAC in 1996. He then went on to support tier 1 and 2 ISPs as
part of Cisco's ISP Expert team. Ajay has been working as an MPLS deployment
engineer since October 1999, and he has first-hand experience in
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Cisco Network Admission Control Volume I: NAC Framework Architecture and
Design A guide to endpoint compliance enforcement Today, a variety of security
challenges affect all businesses regardless of size and location. Companies face
ongoing challenges with the fight against malware such as worms, viruses, and
spyware. Today’s mobile workforce attach numerous devices to the corporate
network that are harder to control from a security policy perspective. These host
devices are often lacking antivirus updates and operating system patches, thus
exposing the entire network to infection. As a result, worms and viruses continue
to disrupt business, causing downtime and continual patching. Noncompliant
servers and desktops are far too common and are difficult to detect and contain.
Locating and isolating infected computers is time consuming and resource
intensive. Network Admission Control (NAC) uses the network infrastructure to
enforce security policy compliance on all devices seeking to access network
computing resources, thereby limiting damage from emerging security threats.
NAC allows network access only to compliant and trusted endpoint devices (PCs,
servers, and PDAs, for example) and can restrict the access of and even
remediate noncompliant devices. Cisco Network Admission Control, Volume I,
describes the NAC architecture and provides an in-depth technical description for
each of the solution components. This book also provides design guidelines for
enforcing network admission policies and describes how to handle NAC
agentless hosts. As a technical primer, this book introduces you to the NAC
Framework solution components and addresses the architecture behind NAC
and the protocols that it follows so you can gain a complete understanding of its
operation. Sample worksheets help you gather and organize requirements for
designing a NAC solution. Denise Helfrich is a technical program sales engineer
that develops and supports global online labs for the World Wide Sales Force
Development at Cisco®. Lou Ronnau, CCIE® No. 1536, is a technical leader in
the Applied Intelligence group of the Customer Assurance Security Practice at
Cisco. Jason Frazier is a technical leader in the Technology Systems
Engineering group for Cisco. Paul Forbes is a technical marketing engineer in the
Office of the CTO, within the Security Technology Group at Cisco. Understand
how the various NAC components work together to defend your network Learn
how NAC operates and identifies the types of information the NAC solution uses
to make its admission decisions Examine how Cisco Trust Agent and NACenabled applications interoperate Evaluate the process by which a policy server
determines and enforces a policy Understand how NAC works when
implemented using NAC-L2-802.1X, NAC-L3-IP, and NAC-L2-IP Prepare, plan,
design, implement, operate, and optimize a network admission control solution
This security book is part of the Cisco Press® Networking Technology Series.
Security titles from Cisco Press help networking professionals secure critical data
and resources, prevent and mitigate network attacks, and build end-to-end selfdefending networks. Category: Cisco Press–Security Covers: Network Admission
Control 1587052415120506
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bull; Gain a comprehensive view of network security issues and concepts, then master
specific implementations based on your network needs bull; Learn how to use new and
legacy Cisco Systems equipment to secure your networks bull; Understand how to
design and build security services while also learning the legal and network
accessibility impact of those services
The definitive IS-IS reference and design guide Extensive coverage of both underlying
concepts and practical applications of the IS-IS protocol Detailed explanation of how
the IS-IS database works and relevant insights into the operation of the shortest path
first (SPF) algorithm Comprehensive tutorial on configuring and troubleshooting IS-IS
on Cisco routers Advanced information on IP network design and performance
optimization strategies using IS-IS Network design case studies provide a practical
perspective of various design strategies Comprehensive overview of routing and packetswitching mechanisms on modern routers A collection of IS-IS packet formats and
analyzer decodes useful for mastering the nuts and bolts of the IS-IS protocol and
troubleshooting complex problems Interior gateway protocols such as Intermediate
System-to-Intermediate System (IS-IS) are used in conjunction with the Border
Gateway Protocol (BGP) to provide robust, resilient performance and intelligent routing
capabilities required in large-scale and complex internetworking environments. Despite
the popularity of the IS-IS protocol, however, networking professionals have depended
on router configuration manuals, protocol specifications, IETF RFCs, and drafts.
Mastering IS-IS, regardless of its simplicity, has been a daunting task for many. IS-IS
Network Design Solutions provides the first comprehensive coverage available on the
IS-IS protocol. Networking professionals of all levels now have a single source for all
the information needed to become true experts on the IS-IS protocol, particularly for IP
routing applications. You will learn about the origins of the IS-IS protocol and the
fundamental underlying concepts and then move to complex protocol mechanisms
involving building, maintaining, and dissemination of the information found in the IS-IS
database on a router. Subsequent discussions on IP network design issues include
configuration and troubleshooting techniques, as well as case studies with practical
design scenarios.
The complete guide to building and managing next-generation data center network
fabrics with VXLAN and BGP EVPN This is the only comprehensive guide and
deployment reference for building flexible data center network fabrics with VXLAN and
BGP EVPN technologies. Writing for experienced network professionals, three leading
Cisco experts address everything from standards and protocols to functions,
configurations, and operations. The authors first explain why and how data center
fabrics are evolving, and introduce Cisco’s fabric journey. Next, they review key switch
roles, essential data center network fabric terminology, and core concepts such as
network attributes, control plane details, and the associated data plane encapsulation.
Building on this foundation, they provide a deep dive into fabric semantics, efficient
creation and addressing of the underlay, multi-tenancy, control and data plane
interaction, forwarding flows, external interconnectivity, and service appliance
deployments. You’ll find detailed tutorials, descriptions, and packet flows that can
easily be adapted to accommodate customized deployments. This guide concludes with
a full section on fabric management, introducing multiple opportunities to simplify,
automate, and orchestrate data center network fabrics. Learn how changing data center
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requirements have driven the evolution to overlays, evolved control planes, and VXLAN
BGP EVPN spine-leaf fabrics Discover why VXLAN BGP EVPN fabrics are so scalable,
resilient, and elastic Implement enhanced unicast and multicast forwarding of tenant
traffic over the VXLAN BGP EVPN fabric Build fabric underlays to efficiently transport
uni- and multi-destination traffic Connect the fabric externally via Layer 3 (VRF-Lite,
LISP, MPLS L3VPN) and Layer 2 (VPC) Choose your most appropriate Multi-POD,
multifabric, and Data Center Interconnect (DCI) options Integrate Layer 4-7 services
into the fabric, including load balancers and firewalls Manage fabrics with POAP-based
day-0 provisioning, incremental day 0.5 configuration, overlay day-1 configuration, or
day-2 operations
Fast answers and reliable solutions for all widely-used Cisco router features - all in one
time-saving guide Organized for maximum efficiency: describes actual commands and
options in the sequence they should be used Helps network pros eliminate timeconsuming documentation searches Extensive updates: IPv6, MPLS, AutoQoS, SIP,
MGCP, voice troubleshooting, VPNs, security, and more "At-a-glance" illustrations offer
fast answers and easy double-checking Locating reliable Cisco router configuration
command information can require extensive, time-consuming research. Cisco Router
Configuration Handbook, 2/e, is the solution: a day-to-day reference to the most widely
used Cisco router features and configurations. Straight from Cisco experts, it covers
every facet of router configuration, including fundamentals, network protocols, packet
processing, voice/telephony, security, and more. This book is organized for maximum
efficiency. Related features are covered together, and features and options are covered
in the sequence in which they are typically used. Shaded tabs mark each section for
quick reference. Information on each feature, technology, or protocol is presented in a
concise one- or two-page format, with sections presenting quick facts, configuration
information, and step-by-step examples, including both required and optional
commands. Simply put, this book brings together all the Cisco routing configuration
information most network professionals will ever need - and organizes it more efficiently
than any other resource.
Ten Strategies of a World-Class Cyber Security Operations Center conveys MITRE's
accumulated expertise on enterprise-grade computer network defense. It covers ten
key qualities of leading Cyber Security Operations Centers (CSOCs), ranging from their
structure and organization, to processes that best enable smooth operations, to
approaches that extract maximum value from key CSOC technology investments. This
book offers perspective and context for key decision points in structuring a CSOC, such
as what capabilities to offer, how to architect large-scale data collection and analysis,
and how to prepare the CSOC team for agile, threat-based response. If you manage,
work in, or are standing up a CSOC, this book is for you. It is also available on MITRE's
website, www.mitre.org.
The only guide to the CISCO Secure Access Control Server, this resource examines
the concepts and configuration of the Cisco Secure ACS. Users will learn how to
configure a network access server to authenticate, authorize, and account for individual
network users that telecommute from an unsecured site into the secure corporate
network.
Appropriate for a first course on computer networking, this textbook describes the
architecture and function of the application, transport, network, and link layers of the
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internet protocol stack, then examines audio and video networking applications, the
underpinnings of encryption and network security, and the key issues of network
management. Th
Authorized Self-Study Guide Interconnecting Cisco Network Devices, Part 2 (ICND2)
Third Edition Foundation learning for CCNA ICND2 Exam 640-816 Steve McQuerry,
CCIE® No. 6108 Interconnecting Cisco Network Devices, Part 2 (ICND2), is a
Cisco®-authorized, self-paced learning tool for CCNA® foundation learning. This book
provides you with the knowledge needed to install, operate, and troubleshoot a small to
medium-size branch office enterprise network, including configuring several switches
and routers, connecting to a WAN, and implementing network security. In
Interconnecting Cisco Network Devices, Part 2 (ICND2), you will study actual router
and switch output to aid your understanding of how to configure these devices. Many
notes, tips, and cautions are also spread throughout the book. Specific topics include
constructing medium-size routed and switched networks, OSPF and EIGRP
implementation, access control lists (ACL), address space management, and LAN
extensions into a WAN. Chapter-ending review questions illustrate and help solidify the
concepts presented in the book. Whether you are preparing for CCNA certification or
simply want to gain a better understanding of how to build medium-size Cisco networks,
you will benefit from the foundation information presented in this book. Interconnecting
Cisco Network Devices, Part 2 (ICND2), is part of a recommended learning path from
Cisco that includes simulation and hands-on training from authorized Cisco Learning
Partners and self-study products from Cisco Press. To find out more about instructorled training, e-learning, and hands-on instruction offered by authorized Cisco Learning
Partners worldwide, please visit www.cisco.com/go/authorizedtraining. Steve
McQuerry, CCIE® No. 6108, is a consulting systems engineer with Cisco focused on
data center architecture. Steve works with enterprise customers in the Midwestern
United States to help them plan their data center architectures. He has been an active
member of the internetworking community since 1991 and has held multiple
certifications from Novell, Microsoft, and Cisco. Before joining Cisco Steve worked as
an independent contractor with Global Knowledge, where he taught and developed
coursework around Cisco technologies and certifications. Review the Cisco IOS®
Software command structure for routers and switches Build LANs and understand how
to overcome problems associated with Layer 2 switching Evaluate the differences
between link-state and distance vector routing protocols Configure and troubleshoot
OSPF in a single area Configure and troubleshoot EIGRP Identify and filter traffic with
ACLs Use Network Address Translation (NAT) and Port Address Translation (PAT) to
conserve IPv4 address space and implement IPv6 Connect different sites over WANs
or the Internet using IPsec VPN, SSL VPN, leased line, and Frame Relay connections
This volume is in the Certification Self-Study Series offered by Cisco Press®. Books in
this series provide officially developed self-study solutions to help networking
professionals understand technology implementations and prepare for the Cisco Career
Certifications examinations. Category: Cisco Press—Cisco Certification Covers: ICND2
Exam 640-816
Master the basics of data centers to build server farms that enhance your Web site
performance Learn design guidelines that show how to deploy server farms in highly
available and scalable environments Plan site performance capacity with discussions of
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server farm architectures and their real-life applications to determine your system
needs Today's market demands that businesses have an Internet presence through
which they can perform e-commerce and customer support, and establish a presence
that can attract and increase their customer base. Underestimated hit ratios,
compromised credit card records, perceived slow Web site access, or the infamous
"Object Not Found" alerts make the difference between a successful online presence
and one that is bound to fail. These challenges can be solved in part with the use of
data center technology. Data centers switch traffic based on information at the Network,
Transport, or Application layers. Content switches perform the "best server" selection
process to direct users' requests for a specific service to a server in a server farm. The
best server selection process takes into account both server load and availability, and
the existence and consistency of the requested content. Data Center Fundamentals
helps you understand the basic concepts behind the design and scaling of server farms
using data center and content switching technologies. It addresses the principles and
concepts needed to take on the most common challenges encountered during planning,
implementing, and managing Internet and intranet IP-based server farms. An in-depth
analysis of the data center technology with real-life scenarios make Data Center
Fundamentals an ideal reference for understanding, planning, and designing Web
hosting and e-commerce environments.
This complete guide to setting up and running a TCP/IP network is essential for network
administrators, and invaluable for users of home systems that access the Internet. The
book starts with the fundamentals -- what protocols do and how they work, how
addresses and routing are used to move data through the network, how to set up your
network connection -- and then covers, in detail, everything you need to know to
exchange information via the Internet.Included are discussions on advanced routing
protocols (RIPv2, OSPF, and BGP) and the gated software package that implements
them, a tutorial on configuring important network services -- including DNS, Apache,
sendmail, Samba, PPP, and DHCP -- as well as expanded chapters on troubleshooting
and security. TCP/IP Network Administration is also a command and syntax reference
for important packages such as gated, pppd, named, dhcpd, and sendmail.With
coverage that includes Linux, Solaris, BSD, and System V TCP/IP implementations, the
third edition contains: Overview of TCP/IP Delivering the data Network services Getting
startedM Basic configuration Configuring the interface Configuring routing Configuring
DNS Configuring network servers Configuring sendmail Configuring Apache Network
security Troubleshooting Appendices include dip, ppd, and chat reference, a gated
reference, a dhcpd reference, and a sendmail reference This new edition includes ways
of configuring Samba to provide file and print sharing on networks that integrate Unix
and Windows, and a new chapter is dedicated to the important task of configuring the
Apache web server. Coverage of network security now includes details on OpenSSH,
stunnel, gpg, iptables, and the access control mechanism in xinetd. Plus, the book
offers updated information about DNS, including details on BIND 8 and BIND 9, the role
of classless IP addressing and network prefixes, and the changing role of
registrars.Without a doubt, TCP/IP Network Administration, 3rd Edition is a must-have
for all network administrators and anyone who deals with a network that transmits data
over the Internet.
Best-practice QoS designs for protecting voice, video, and critical data while mitigating
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network denial-of-service attacks Understand the service-level requirements of voice,
video, and data applications Examine strategic QoS best practices, including
Scavenger-class QoS tactics for DoS/worm mitigation Learn about QoS tools and the
various interdependencies and caveats of these tools that can impact design
considerations Learn how to protect voice, video, and data traffic using various QoS
mechanisms Evaluate design recommendations for protecting voice, video, and
multiple classes of data while mitigating DoS/worm attacks for the following network
infrastructure architectures: campus LAN, private WAN, MPLS VPN, and IPSec VPN
Quality of Service (QoS) has already proven itself as the enabling technology for the
convergence of voice, video, and data networks. As business needs evolve, so do the
demands for QoS. The need to protect critical applications via QoS mechanisms in
business networks has escalated over the past few years, primarily due to the
increased frequency and sophistication of denial-of-service (DoS) and worm attacks.
End-to-End QoS Network Design is a detailed handbook for planning and deploying
QoS solutions to address current business needs. This book goes beyond discussing
available QoS technologies and considers detailed design examples that illustrate
where, when, and how to deploy various QoS features to provide validated and tested
solutions for voice, video, and critical data over the LAN, WAN, and VPN. The book
starts with a brief background of network infrastructure evolution and the subsequent
need for QoS. It then goes on to cover the various QoS features and tools currently
available and comments on their evolution and direction. The QoS requirements of
voice, interactive and streaming video, and multiple classes of data applications are
presented, along with an overview of the nature and effects of various types of DoS and
worm attacks. QoS best-practice design principles are introduced to show how QoS
mechanisms can be strategically deployed end-to-end to address application
requirements while mitigating network attacks. The next section focuses on how these
strategic design principles are applied to campus LAN QoS design. Considerations and
detailed design recommendations specific to the access, distribution, and core layers of
an enterprise campus network are presented. Private WAN QoS design is discussed in
the following section, where WAN-specific considerations and detailed QoS designs are
presented for leased-lines, Frame Relay, ATM, ATM-to-FR Service Interworking, and
ISDN networks. Branch-specific designs include Cisco® SAFE recommendations for
using Network-Based Application Recognition (NBAR) for known-worm identification
and policing. The final section covers Layer 3 VPN QoS design-for both MPLS and
IPSec VPNs. As businesses are migrating to VPNs to meet their wide-area networking
needs at lower costs, considerations specific to these topologies are required to be
reflected in their customer-edge QoS designs. MPLS VPN QoS design is examined
from both the enterprise and service provider's perspectives. Additionally, IPSec VPN
QoS designs cover site-to-site and teleworker contexts. Whether you are looking for an
introduction to QoS principles and practices or a QoS planning and deployment guide,
this book provides you with the expert advice you need to design and implement
comprehensive QoS solutions.
This is the eBook of the printed book and may not include any media, website access
codes, or print supplements that may come packaged with the bound book. The
Firewall Services Module (FWSM) is a high-performance stateful-inspection firewall that
integrates into the Cisco® 6500 switch and 7600 router chassis. The FWSM monitors
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traffic flows using application inspection engines to provide a strong level of network
security. The FWSM defines the security parameter and enables the enforcement of
security policies through authentication, access control lists, and protocol inspection.
The FWSM is a key component to anyone deploying network security. Cisco Secure
Firewall Services Module (FWSM) covers all aspects of the FWSM. The book provides
a detailed look at how the FWSM processes information, as well as installation advice,
configuration details, recommendations for network integration, and reviews of
operation and management. This book provides you with a single source that
comprehensively answers how and why the FWSM functions as it does. This
information enables you to successfully deploy the FWSM and gain the greatest
functional benefit from your deployment. Practical examples throughout show you how
other customers have successfully deployed the FWSM. By reading this book, you will
learn how the FWSM functions, the differences between the FWSM and the ASA
Security Appliance, how to implement and maintain the FWSM, the latest features of
the FWSM, and how to configure common installations. This security book is part of the
Cisco Press® Networking Technology series. Security titles from Cisco Press help
networking professionals secure critical data and resources, prevent and mitigate
network attacks, and build end-to-end self-defending networks.
Designing for Cisco Network Service Architectures (ARCH) Foundation Learning Guide,
Fourth Edition · Learn about the Cisco modular enterprise architecture · Create highly
available enterprise network designs · Develop optimum Layer 3 designs · Examine
advanced WAN services design considerations · Evaluate data center design
considerations · Design effective modern WAN and data center designs · Develop
effective migration approaches to IPv6 · Design resilient IP multicast networks · Create
effective network security designs Designing for Cisco Network Service Architectures
(ARCH) Foundation Learning Guide , Fourth Edition, is a Cisco-authorized, self-paced
learning tool for CCDP foundation learning. This book provides you with the knowledge
needed to perform the conceptual, intermediate, and detailed design of a network
infrastructure that supports desired network solutions over intelligent network services
to achieve effective performance, scalability, and availability. This book presents
concepts and examples necessary to design converged enterprise networks. You learn
additional aspects of modular campus design, advanced routing designs, WAN service
designs, enterprise data center design, IP multicast design, and security design.
Advanced and modern network infrastructure solutions, such as virtual private networks
(VPN), Cisco Intelligent WAN (IWAN), and Cisco Application-Centric Infrastructure
(ACI), are also covered. Chapter-ending review questions illustrate and help solidify the
concepts presented in the book. Whether you are preparing for CCDP certification or
CCDE certification, or simply want to gain a better understanding of designing scalable
and reliable network architectures, you will benefit from the foundation information
presented in this book. Designing for Cisco Network Service Architectures (ARCH)
Foundation Learning Guide, Fourth Edition, is part of a recommended learning path
from Cisco that includes simulation and hands-on training from authorized Cisco
Learning Partners and self-study products from Cisco Press. To find out more about
instructor-led training, e-learning, and hands-on instruction offered by authorized Cisco
Learning Partners worldwide, please visit https://learningnetwork.cisco.com. Category:
Cisco Certification Covers: CCDP ARCH 300-320
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A straightforward, graphic-based reference for securing your home network Set up a
firewall Secure your wireless network Stop adware and spyware Keep your children
safe from online threats Prevent a virus outbreak Avoid Internet scams Phishing.
Malware. Spyware. Trojan horses. Firewalls. Parental controls. If you have a home
computer connected to the Internet, you need to understand these security terms. If
that connection is high-speed (always on) or you run a wireless network, your
need–your vulnerability–is that much greater. Now, with Home Network Security
Simplified, you can get illustrated, easy-to-digest information written specifically for your
needs. For each class of security threat, Home Network Security Simplified provides a
tutorial–including tricks and tools that hackers use, a primer on network security design
fundamentals, and step-by-step instructions on implementing security solutions. The
authors also offer tips for monitoring your network and show what to do in the event of a
security breach. Specifically, you will learn how to: Home Network Security Simplified
features engaging four-color illustrations throughout, as well as informative security tips
and pointers to other resources for more advanced information. Use this book to find
the peace of mind that comes with knowing that your home network and your
information are secure. Jim Doherty is the director of marketing and programs with
Symbol Technologies’ industry solutions group. Prior to joining Symbol, Jim worked at
Cisco Systems, where he led various marketing campaigns for IP telephony and routing
and switching solutions. Jim has 17 years of engineering and marketing experience
across a broad range of networking and communications technologies. Jim is a
coauthor of the Networking Simplified series, including Cisco Networking Simplified,
Home Networking Simplified, and Internet Phone Services Simplified. He is also the
author of the “Study Notes” section of CCNA Flash Cards and Exam Practice Pack
(CCNA Self-Study, Exam #640-801), Second Edition. Jim is a former Marine Corps
sergeant; he holds a bachelor’s degree in electrical engineering from N.C. State
University and a master’s degree in business administration from Duke University. Neil
Anderson is the senior manager of enterprise systems engineering at Cisco Systems.
Neil has more than 20 years of engineering experience including public telephone
systems, mobile phone systems, Internet, and home networking. At Cisco, Neil’s focus
is large corporate customers in the areas of routing and switching, wireless, security,
and IP communications. Neil is a coauthor of the Networking Simplified series, including
Home Networking Simplified and Internet Phone Services Simplified. Neil holds a
bachelor’s degree in computer science. This book is part of the Networking Technology
Series from Cisco Press®, the only authorized publisher for Cisco Systems.
The CCNA® Voice certification expands your CCNA-level skill set to prepare for a
career in voice networking. This lab manual helps to prepare you for the Introducing
Cisco Voice and Unified Communications Administration (ICOMM v8.0) certification
exam (640-461). CCNA Voice Lab Manual gives you extensive hands-on practice for
developing an in-depth understanding of voice networking principles, tools, skills,
configurations, integration challenges, and troubleshooting techniques. Using this
manual, you can practice a wide spectrum of tasks involving Cisco Unified
Communications Manager, Unity Connection, Unified Communications Manager
Express, and Unified Presence. CCNA Voice Lab Manual addresses all exam topics
and offers additional guidance for successfully implementing IP voice solutions in smallto-medium-sized businesses. CCNA Voice 640-461 Official Exam Certification Guide,
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Second Edition ISBN-13: 978-1-58720-417-3 ISBN-10: 1-58720-417-7 CCNA Voice
Portable Command Guide ISBN-13: 978-1-58720-442-5 ISBN-10: 1-58720-442-8
Configuring Cisco Unified Communications Manager and Unity Connection: A Step-byStep Guide, Second Edition ISBN-13: 978-1-58714-226-0 ISBN-10: 1-58714-226-0
CCNA Voice Quick Reference ISBN-13: 978-1-58705-767-0 ISBN-10: 1-58705-767-0
Cisco IOS XR Fundamentals is a systematic, authoritative guide to configuring routers
with Cisco IOS® XR, the next-generation flagship Cisco® Internet operating system. In
this book, a team of Cisco experts brings together quick, authoritative, and examplerich reference information for all the commands most frequently used to configure and
troubleshoot Cisco IOS XR-based routers in both service provider and enterprise
environments. The authors walk you through the details of the Cisco IOS XR
architecture and explain commands in the new Cisco IOS XR CLI wherever required.
They present concise explanations of service provider requirements and internetwork
theory, backed by proven sample configurations for IOS XR services, MPLS, multicast,
system management, system security, routing, and interfaces. Cisco IOS XR
Fundamentals is an indispensable resource for designing, implementing,
troubleshooting, administering, or selling networks containing Cisco IOS XR–supported
routers. This is the only Cisco IOS XR book that: Clearly explains how Cisco IOS XR
meets the emerging requirements of both current and future networks Gives network
professionals extensive information for simplifying migration and taking full advantage
of Cisco IOS XR’s new power Presents detailed, tested configuration examples that
network professionals can apply in their own networks Walks through using new Cisco
IOS XR features and the In-Service Software Upgrade (ISSU) process to minimize
downtime and cost Use Cisco IOS XR to deliver superior scalability, availability,
security, and service flexibility Understand the Cisco IOS XR distributed, modular
architecture Design, implement, and troubleshoot networks containing Cisco IOS
XR–supported routers Configure Cisco IOS XR routing, including RIP, IS-IS, OSPF,
and EIGRP Learn BGP implementation details specific to Cisco IOS XR and using RPL
to influence policies Manage IP addresses and Cisco IOS XR services Secure Cisco
IOS XR using standard and extended ACLs, prefix lists, and uRPF Master all facets of
MPLS configuration, including LDP, L3VPN, and TE Configure PIM, IGMP, and static
RP multicast Optimize networks using advanced Cisco IOS XR features, including
secure domain routers Learn building blocks of Multishelf, and understand
configurations and migration techniques This book is part of the Cisco Press®
Fundamentals Series. Books in this series introduce networking professionals to new
networking technologies, covering network topologies, sample deployment concepts,
protocols, and management techniques.
Intended for organisations needing to build an efficient and reliable enterprise network
linked to the Internet, this second edition explains the current Internet architecture and
shows how to evaluate service providers dealing with connection issues.
As the cellular world and the Internet converge, mobile networks are transitioning from
circuit to packet and the Internet Protocol (IP) is now recognized as the fundamental
building block for all next-generation communication networks. The all-IP vision
provides the flexibility to deliver cost-effective services and applications that meet the
evolving needs of mobile users. RF engineers, mobile network designers, and system
architects will be expected to have an understanding of IP fundamentals and how their
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role in delivering the end-to-end system is crucial for delivering the all-IP vision that
makes the Internet accessible anytime, anywhere. IP Design for Mobile Networks
discusses proper IP design theory to effectively plan and implement your nextgeneration mobile network so that IP integrates all aspects of the network. The book
outlines, from both a standards and a design theory perspective, both the current and
target state of mobile networks, and the technology enablers that will assist the
migration. This IP transition begins with function-specific migrations of specific network
domains and ends with an end-to-end IP network for radio, transport, and service
delivery. The book introduces many concepts to give you exposure to the key
technology trends and decision points affecting today’s mobile operators. The book is
divided into three parts: Part I provides an overview of how IP is being integrated into
mobile systems, including radio systems and cellular networks. Part II provides an
overview of IP, the technologies used for transport and connectivity of today’s cellular
networks, and how the mobile core is evolving to encompass IP technologies. Part III
provides an overview of the end-to-end services network based on IP, including context
awareness and services. Presents an overview of what mobile networks look like
today–including protocols used, transport technologies, and how IP is being used for
specific functions in mobile networks Provides an all-inclusive reference manual for IP
design theory as related to the broader application of IP for mobile networks Imparts a
view of upcoming trends in mobility standards to better prepare a network evolution
plan for IP-based mobile networks This book is part of the Networking Technology
Series from Cisco Press®, which offers networking professionals valuable information
for constructing efficient networks, understanding new technologies, and building
successful careers. ciscopress.com
This is the eBook of the printed book and may not include any media, website access
codes, or print supplements that may come packaged with the bound book. Introducing
Routing and Switching in the Enterprise, CCNA Discovery Learning Guide is the official
supplemental textbook for the Introducing Routing and Switching in the Enterprise
course in the Cisco® Networking Academy® CCNA® Discovery curriculum version 4.
The course, the third of four in the new curriculum, familiarizes you with the equipment
applications and protocols installed in enterprise networks, with a focus on switched
networks, IP Telephony requirements, and security. It also introduces advanced routing
protocols such as Enhanced Interior Gateway Routing Protocol (EIGRP) and Open
Shortest Path First (OSPF) Protocol. Hands-on exercises include configuration,
installation, and troubleshooting. The Learning Guide’s features help you focus on
important concepts to succeed in this course: Chapter Objectives—Review core
concepts by answering the focus questions listed at the beginning of each chapter. Key
Terms—Refer to the lists of networking vocabulary introduced and highlighted in context
in each chapter. The Glossary defines each key term. Summary of Activities and
Labs—Maximize your study time with this complete list of all associated exercises at the
end of each chapter. Check Your Understanding—Evaluate your readiness with the endof-chapter questions that match the style of questions you see in the online course
quizzes. The answer key explains each answer. Challenge Questions and
Activities—Apply a deeper understanding of the concepts with these challenging end-ofchapter questions and activities. The answer key explains each answer. Hands-on
Labs— Master the practical, hands-on skills of the course by performing all the tasks in
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the course labs and additional challenge labs included in Part II of the Learning Guide.
This book is part of the Cisco Networking Academy Series from Cisco Press®. Books in
this series support and complement the Cisco Networking Academy curriculum.
Migrate to Intent-Based Networking–and improve network manageability, cost, agility,
security, and simplicity With Intent-Based Networking (IBN), you can create networks
that capture and automatically activate business intent, assure that your network
responds properly, proactively detect and contain security threats, and remedy network
issues before users even notice. Intent-Based Networking makes networks far more
valuable, but few organizations have the luxury of building them from the ground up. In
this book, leading expert Pieter-Jans Nefkens presents a unique four-phase approach
to preparing and transforming campus network infrastructures, architectures, and
organization–helping you gain maximum value from IBN with minimum disruption and
cost. The author reviews the problems IBN is intended to solve, and illuminates its
technical, business, and cultural implications. Drawing on his pioneering experience, he
makes specific recommendations, identifies pitfalls, and shows how to overcome them.
You’ll learn how to implement IBN with the Cisco Digital Network Architecture and DNA
Center and walk through real-world use cases. In a practical appendix, Nefkens even
offers detailed technical configurations to jumpstart your own transformation. Review
classic campus network deployments and understand why they need to change Learn
how Cisco Digital Network Architecture (DNA) provides a solid foundation for state-ofthe-art next generation network infrastructures Understand “intent” and how it can be
applied to network infrastructure Explore tools for enabling, automating, and assuring
Intent-Based Networking within campus networks Transform to Intent-Based
Networking using a four-phased approach: Identify challenges; Prepare for Intent;
Design and Deploy; and Enable Intent Anticipate how Intent-Based Networking will
change your enterprise architecture, IT operations, and business
Objectives The purpose of Top-Down Network Design, Third Edition, is to help you
design networks that meet a customer’s business and technical goals. Whether your
customer is another department within your own company or an external client, this
book provides you with tested processes and tools to help you understand traffic flow,
protocol behavior, and internetworking technologies. After completing this book, you will
be equipped to design enterprise networks that meet a customer’s requirements for
functionality, capacity, performance, availability, scalability, affordability, security, and
manageability. Audience This book is for you if you are an internetworking professional
responsible for designing and maintaining medium- to large-sized enterprise networks.
If you are a network engineer, architect, or technician who has a working knowledge of
network protocols and technologies, this book will provide you with practical advice on
applying your knowledge to internetwork design. This book also includes useful
information for consultants, systems engineers, and sales engineers who design
corporate networks for clients. In the fast-paced presales environment of many systems
engineers, it often is difficult to slow down and insist on a top-down, structured systems
analysis approach. Wherever possible, this book includes shortcuts and assumptions
that can be made to speed up the network design process. Finally, this book is useful
for undergraduate and graduate students in computer science and information
technology disciplines. Students who have taken one or two courses in networking
theory will find Top-Down Network Design, Third Edition, an approachable introduction
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to the engineering and business issues related to developing real-world networks that
solve typical business problems. Changes for the Third Edition Networks have changed
in many ways since the second edition was published. Many legacy technologies have
disappeared and are no longer covered in the book. In addition, modern networks have
become multifaceted, providing support for numerous bandwidth-hungry applications
and a variety of devices, ranging from smart phones to tablet PCs to high-end servers.
Modern users expect the network to be available all the time, from any device, and to
let them securely collaborate with coworkers, friends, and family. Networks today
support voice, video, high-definition TV, desktop sharing, virtual meetings, online
training, virtual reality, and applications that we can’t even imagine that brilliant college
students are busily creating in their dorm rooms. As applications rapidly change and put
more demand on networks, the need to teach a systematic approach to network design
is even more important than ever. With that need in mind, the third edition has been
retooled to make it an ideal textbook for college students. The third edition features
review questions and design scenarios at the end of each chapter to help students
learn top-down network design. To address new demands on modern networks, the
third edition of Top-Down Network Design also has updated material on the following
topics: ¿ Network redundancy ¿ Modularity in network designs ¿ The Cisco SAFE
security reference architecture ¿ The Rapid Spanning Tree Protocol (RSTP) ¿ Internet
Protocol version 6 (IPv6) ¿ Ethernet scalability options, including 10-Gbps Ethernet and
Metro Ethernet ¿ Network design and management tools
Fully updated: The complete guide to Cisco Identity Services Engine solutions Using
Cisco Secure Access Architecture and Cisco Identity Services Engine, you can secure
and gain control of access to your networks in a Bring Your Own Device (BYOD) world.
This second edition of Cisco ISE for BYOD and Secure Unified Accesscontains more
than eight brand-new chapters as well as extensively updated coverage of all the
previous topics in the first edition book to reflect the latest technologies, features, and
best practices of the ISE solution. It begins by reviewing today’s business case for
identity solutions. Next, you walk through ISE foundational topics and ISE design. Then
you explore how to build an access security policy using the building blocks of ISE.
Next are the in-depth and advanced ISE configuration sections, followed by the
troubleshooting and monitoring chapters. Finally, we go in depth on the new TACACS+
device administration solution that is new to ISE and to this second edition. With this
book, you will gain an understanding of ISE configuration, such as identifying users,
devices, and security posture; learn about Cisco Secure Access solutions; and master
advanced techniques for securing access to networks, from dynamic segmentation to
guest access and everything in between. Drawing on their cutting-edge experience
supporting Cisco enterprise customers, the authors offer in-depth coverage of the
complete lifecycle for all relevant ISE solutions, making this book a cornerstone
resource whether you’re an architect, engineer, operator, or IT manager. · Review
evolving security challenges associated with borderless networks, ubiquitous mobility,
and consumerized IT · Understand Cisco Secure Access, the Identity Services Engine
(ISE), and the building blocks of complete solutions · Design an ISE-enabled network,
plan/distribute ISE functions, and prepare for rollout · Build context-aware security
policies for network access, devices, accounting, and audit · Configure device profiles,
visibility, endpoint posture assessments, and guest services · Implement secure guest
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lifecycle management, from WebAuth to sponsored guest access · Configure ISE,
network access devices, and supplicants, step by step · Apply best practices to avoid
the pitfalls of BYOD secure access · Set up efficient distributed ISE deployments ·
Provide remote access VPNs with ASA and Cisco ISE · Simplify administration with selfservice onboarding and registration · Deploy security group access with Cisco TrustSec
· Prepare for high availability and disaster scenarios · Implement passive identities via
ISE-PIC and EZ Connect · Implement TACACS+ using ISE · Monitor, maintain, and
troubleshoot ISE and your entire Secure Access system · Administer device AAA with
Cisco IOS, WLC, and Nexus
Master the design and deployment of small and medium-sized business networks.
A systems analysis approach to enterprise network design Master techniques for
checking the health of an existing network to develop a baseline for measuring
performance of a new network design Explore solutions for meeting QoS requirements,
including ATM traffic management, IETF controlled-load and guaranteed services, IP
multicast, and advanced switching, queuing, and routing algorithms Develop network
designs that provide the high bandwidth and low delay required for real-time
applications such as multimedia, distance learning, and videoconferencing Identify the
advantages and disadvantages of various switching and routing protocols, including
transparent bridging, Inter-Switch Link (ISL), IEEE 802.1Q, IGRP, EIGRP, OSPF, and
BGP4 Effectively incorporate new technologies into enterprise network designs,
including VPNs, wireless networking, and IP Telephony Top-Down Network Design,
Second Edition, is a practical and comprehensive guide to designing enterprise
networks that are reliable, secure, and manageable. Using illustrations and real-world
examples, it teaches a systematic method for network design that can be applied to
campus LANs, remote-access networks, WAN links, and large-scale internetworks. You
will learn to analyze business and technical requirements, examine traffic flow and QoS
requirements, and select protocols and technologies based on performance goals. You
will also develop an understanding of network performance factors such as network
utilization, throughput, accuracy, efficiency, delay, and jitter. Several charts and job aids
will help you apply a top-down approach to network design. This Second Edition has
been revised to include new and updated material on wireless networks, virtual private
networks (VPNs), network security, network redundancy, modularity in network
designs, dynamic addressing for IPv4 and IPv6, new network design and management
tools, Ethernet scalability options (including 10-Gbps Ethernet, Metro Ethernet, and
Long-Reach Ethernet), and networks that carry voice and data traffic. Top-Down
Network Design, Second Edition, has a companion website at
http://www.topdownbook.com, which includes updates to the book, links to white
papers, and supplemental information about design resources. This book is part of the
Networking Technology Series from Cisco Press¿ which offers networking
professionals valuable information for constructing efficient networks, understanding
new technologies, and building successful careers.
There are hundreds--if not thousands--of techniques used to compromise both
Windows and Unix-based systems. Malicious code and new exploit scripts are released
on a daily basis, and each evolution becomes more and more sophisticated. Keeping
up with the myriad of systems used by hackers in the wild is a formidable task, and
scrambling to patch each potential vulnerability or address each new attack one-by-one
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is a bit like emptying the Atlantic with paper cup.If you're a network administrator, the
pressure is on you to defend your systems from attack. But short of devoting your life to
becoming a security expert, what can you do to ensure the safety of your mission
critical systems? Where do you start?Using the steps laid out by professional security
analysts and consultants to identify and assess risks, Network Security Assessment
offers an efficient testing model that an administrator can adopt, refine, and reuse to
create proactive defensive strategies to protect their systems from the threats that are
out there, as well as those still being developed.This thorough and insightful guide
covers offensive technologies by grouping and analyzing them at a higher level--from
both an offensive and defensive standpoint--helping administrators design and deploy
networks that are immune to offensive exploits, tools, and scripts. Network
administrators who need to develop and implement a security assessment program will
find everything they're looking for--a proven, expert-tested methodology on which to
base their own comprehensive program--in this time-saving new book.
This book describes the essential components of the SCION secure Internet
architecture, the first architecture designed foremost for strong security and high
availability. Among its core features, SCION also provides route control, explicit trust
information, multipath communication, scalable quality-of-service guarantees, and
efficient forwarding. The book includes functional specifications of the network
elements, communication protocols among these elements, data structures, and
configuration files. In particular, the book offers a specification of a working prototype.
The authors provide a comprehensive description of the main design features for
achieving a secure Internet architecture. They facilitate the reader throughout,
structuring the book so that the technical detail gradually increases, and supporting the
text with a glossary, an index, a list of abbreviations, answers to frequently asked
questions, and special highlighting for examples and for sections that explain important
research, engineering, and deployment features. The book is suitable for researchers,
practitioners, and graduate students who are interested in network security.
For more than 20 years, Network World has been the premier provider of information,
intelligence and insight for network and IT executives responsible for the digital nervous
systems of large organizations. Readers are responsible for designing, implementing
and managing the voice, data and video systems their companies use to support
everything from business critical applications to employee collaboration and electronic
commerce.
The ultimate command reference for configuring Cisco "RM" routers and switches. This
guide presents the common elements of complex configurations for Cisco "RM" routers,
switches, and firewalls in an intuitive, easy-to-reference format.
bull; Master advanced optical network design and management strategies bull; Learn
from real-world case-studies that feature the Cisco Systems ONS product line bull; A
must-have reference for any IT professional involved in Optical networks
Implementing Cisco IOS Network Security (IINS) Foundation Learning Guide Second
Edition Foundation learning for the CCNA Security IINS 640-554 exam Implementing
Cisco IOS Network Security (IINS) Foundation Learning Guide, Second Edition, is a
Cisco-authorized, self-paced learning tool for CCNA® Security 640-554 foundation
learning. This book provides you with the knowledge needed to secure Cisco®
networks. By reading this book, you will gain a thorough understanding of how to
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develop a security infrastructure, recognize threats and vulnerabilities to networks, and
mitigate security threats. This book focuses on using Cisco IOS routers to protect the
network by capitalizing on their advanced features as a perimeter router, firewall,
intrusion prevention system, and site-to-site VPN device. The book also covers the use
of Cisco Catalyst switches for basic network security, the Cisco Secure Access Control
System (ACS), and the Cisco Adaptive Security Appliance (ASA). You learn how to
perform basic tasks to secure a small branch office network using Cisco IOS security
features available through web-based GUIs (Cisco Configuration Professional) and the
CLI on Cisco routers, switches, and ASAs. Whether you are preparing for CCNA
Security certification or simply want to gain a better understanding of Cisco IOS security
fundamentals, you will benefit from the information provided in this book. Implementing
Cisco IOS Network Security (IINS) Foundation Learning Guide, Second Edition, is part
of a recommended learning path from Cisco that includes simulation and hands-on
training from authorized Cisco Learning Partners and self-study products from Cisco
Press. To find out more about instructor-led training, e-learning, and hands-on
instruction offered by authorized Cisco Learning Partners worldwide, please visit
www.cisco.com/go/authorizedtraining. -- Develop a comprehensive network security
policy to counter threats against information security -- Secure borderless networks -Learn how to use Cisco IOS Network Foundation Protection (NFP) and Cisco
Configuration Professional (CCP) -- Securely implement the management and reporting
features of Cisco IOS devices -- Deploy Cisco Catalyst Switch security features -Understand IPv6 security features -- Plan threat control strategies -- Filter traffic with
access control lists -- Configure ASA and Cisco IOS zone-based firewalls -- Implement
intrusion prevention systems (IPS) and network address translation (NAT) -- Secure
connectivity with site-to-site IPsec VPNs and remote access VPNs This volume is in the
Foundation Learning Guide Series offered by Cisco Press®. These guides are
developed together with Cisco as the only authorized, self-paced learning tools that
help networking professionals build their understanding of networking concepts and
prepare for Cisco certification exams. Category: Cisco Certification Covers: CCNA
Security IINS exam 640-554
Interconnecting Cisco Network Devices, Part 1 (ICND1), Second Edition, is a
Cisco®-authorized, self-paced learning tool for CCENT™ and CCNA® foundation
learning. This book provides you with the knowledge needed to configure Cisco
switches and routers to operate in corporate internetworks. By reading this book, you
will gain a thorough understanding of concepts and configuration procedures required
to build a multiswitch, multirouter, and multigroup internetwork that uses LAN and WAN
interfaces for the most commonly used routing and routed protocols. In Interconnecting
Cisco Network Devices, Part 1 (ICND1), you will study installation and configuration
information that network administrators need to install and configure Cisco products.
Specific topics include building a simple network, Ethernet LANs, wireless LANs
(WLANs), LAN and WAN connections, and network management. Chapter-ending
review questions illustrate and help solidify the concepts presented in the book.
Whether you are preparing for CCENT or CCNA certification or simply want to gain a
better understanding of how to build small Cisco networks, you will benefit from the
foundation information presented in this book. Interconnecting Cisco Network Devices,
Part 1 (ICND1), is part of a recommended learning path from Cisco that includes
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simulation and hands-on training from authorized Cisco Learning Partners and selfstudy products from Cisco Press. To find out more about instructor-led training, elearning, and hands-on instruction offered by authorized Cisco Learning Partners
worldwide, please visit www.cisco.com/go/authorizedtraining. Steve McQuerry, CCIE®
No. 6108, is a consulting systems engineer with Cisco. He focuses on data center
architecture. Steve works with enterprise customers in the Midwestern United States to
help them plan their data center architectures. Steve has been an active member of the
internetworking community since 1991 and has held multiple certifications from Novell,
Microsoft, and Cisco. Prior to joining Cisco, Steve worked as an independent contractor
with Global Knowledge where he taught and developed coursework around Cisco
technologies and certifications. Understand the principles on which basic networks
operate Explore the operation and configuration of LANs Extend the boundaries of the
network by implementing and securing wireless connectivity Configure routers to
provide connectivity between different networks Learn about IP addressing number
conversion Establish WAN interconnectivity using point-to-point links, DSL, and cable
services Configure Network Address Translation (NAT) Use Cisco IOS® commands to
determine the layout of a Cisco network topology Manage the router startup and work
with IOS configuration files and Cisco IOS images This volume is in the Certification
Self-Study Series offered by Cisco Press®. Books in this series provide officially
developed self-study solutions to help networking professionals understand technology
implementations and prepare for the Cisco Career Certifications examinations.
Category: Cisco Press–Cisco Certification Covers: ICND1 Exam 640-822
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